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Abhstract

Hids paper imaduces a new method for hiding informaion in de-correlated color spaze af buc cofor
zage. Toward this gonl, we utilive de—zorroluied colar space 1o hide e prevseale iimare fnts anather lrue
color inage. The methed provesses jiovelve: conver the frue color cover jm e into one of the de-comre Al
space, coneealing the grayseals image imo the cover noige by exploiting the twe least significant bils of
spueiizd caler space, and hiding process in the de-corralated space was perfonmed wiseguentialy, 1lien

caonvert the resulted Loage into

surrelaled color space. Lixperimeantal resulrs show this jnethed provided un

zezgptuinle impeteeplibiliy and canacily LFwither, Unis method provides better sccurity than the elassical

thesliud,
Introduction

Slegamagraphy I8 e arl and acivnere af
Fiding inlomation by cmbedding messzges wilhia
athier, seemingly hanzloss messaoes. The practice
of sending seerel nessages s nothing wew, and
dtiernpes 10 cover the messages by hiding  them in
something else {or by making them look like
someling else) have been made For millennia [1].

Madern  stepanography @5 pnernlly
understood 1o deal with eleclonic mediy ruther
tha- phvsicel objects and exts [1]. This makes
senise Lor & muembor el reasons, Tirst of all, bevause
the  zize ol he  infomation s peocmlly
[necessatilyd quite small compared ta the size of
Ure data ai; which &t most ba hidden fihe cover
lext], olectronic media is moch  easier o
mantpalale in order to hide dala and exiraol
tiesirgmes. Secondly,  ealraction itsalt can he
punnaed when the data s eleclranic, sinee
coputers ean efficiently inandpuiale the data sud
excrule the algarithms nocessary o retiieve the
messuzes. Also, bocause there is simply so much
clectmse inlormation available, thers are a huygg
nuinber of porzutial cover texts available i which
ta Lids informaticn, and there i3 9 pareantan
aman: ol data e gdversary atrempting to find
stegannuruphically hikden messages must grocess.
Electeonic data alse olien includes redundans,
Uruiecestaty, and wncticed data spaces which ean
be: ssanipulated in arder 1o hide messagzs. In a
goense, Lhese damn speecs provide A oo of
coneeptual  “ludden  compsnmanl” inw which
gecre! messages wan be inserted mud senl of ¥ ks the
FeC Ve

bnage  stemanopruply hag  potten  men
popular fress in recent yeurs than oilier kinds of
sreganagraphy, possibly becarse of the fiood of
ieCTrenie moape imimatizn available with the
aveeal ul digital enmearag and nigh-speed intoenet
distiibuticer Bnage stepanagraphy olen involves

a9

hiding infonmation i the  naturally QUG
“noise” willin the Bmase, and provides a oood
histration for such technbques [1].

Masl kinds ol infonmation contain sime
Kind uf nevise, Woise van be described a5 uewanied
distertion of information within ths signal. Within
an andio signal, the concept of noise is ubvious.
lor imapes, however, noise generalls refers 1o e
imiperlections inlrent in the process of rendering
an aniloge picture ¢ o digieal image. For exanple,
the values of colars in the palatte for a digital
fmnze will nat anly sl be the cxact colors in the
raal image, and e distribution of these colurs will
ke also be imperfec:.

There are many approachies 15 hiding the
einbedded {ile. The cibwedded file hits ean be
inszried inamy ordet, coreentrated in specifiz arcas
il might be less delectable, dispersed throughout
the cover file, or repoated in many places, Careful
seleution ol the gover file lype and composition
will comiohute ta successful  embedding, A
lechrique called substitudion replwss cover file
bids with embedded file bl Since the replacement
of cerain bils n the cover file will be more
detectable than the replacermem al clhers, 8 zman
decision has to be made as 10 which bifs weuld
make 1ha besr condidarcs for sebstitutiun, The
namber of hits in the eover Tile thal gel replaced
will alse affect the success ol Lhis method. In
general, with each additional bit thal is replaced
Uie wdil o detection increases, but in oy cascs
imore thun ane kBt per cover file 3wt can be
replaced  soecesslully. Combining the  coeoreel
selection of bits with analysis of the maximam
ambzr of Dits e replace shouid teseli it e
smallest possible inmpact b the smusted propertics
al e sover (le.

Cne of the more cneunon approaches o
subrldtulion w iy roplace the leas sinilicant hirs
(LSEwy e the vover Nile 1] 2] 'This approact 3=
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Justified by the sisnpls chseration Hha NHL T
the LS results i the smallen change in e vilue
of the hyte. One sipnificane advzntage ol Ihis
method 13 that it is simnle to wdersand and
unplzirent aad jany steganogrephy tocls availik)s
touday vz AN subetitution,

The Lriscrate Cosinge Lranslorm (T T s the
keysiang for JPEG campression and il can e
eaploited  for information hiding.  For one
techzticme, speciflic DOT cocfficicnts are wsedl s
the basis of the embeddad file hiding  The
ciellicionls cormpzpond o laeations of cqual value
m s quantizazion tabls, Tle embedded Tie bil is
cigoded {n 1Re relative dilference botwron the
coofiivients. It the relative dillerence docs nnl
match il bil i be embedded, then the cocfficicnts
ere swagped. This metliod can be enlemoz? to
avoid - detection B blochs thet e drastizally
chaugzd hy swapping the eneffcients are net kel
for hidmg. A stght variation o his tecludgue s
encode tie embedded Lile in 1he decizion to tomd
e eaull ol the quantization wge or down 73] 2]

In this paper. we propose an alooricho: b
hide messape {grayscale image) in de-corelaed
calor space of a fe color imare. The propesed
Alperithin wilizzs the weakness 1o human vis:al
systomi, whicl hus a low sensitivity in random
puticn changes aw! Juminanes. The proposad
Steaanographic aloamlen whempes o satisty the
ol loraing:
lmperceplibilioy giosludine bt wisual

unpercepribility and statisticz) imperceptibilivy).
< oaecurity {liow  difficult it s W beeak the
wmbedded imagpecl,
3. Capucty ow inuch information cen be tudden
L certain medial,

The resl of this paper Is organised a:
{ollows, Section Lwo prosents deseriplivn ol the de-
corvelated color space. Seclion three clarifics the
proposed slgorithm, Section Lour depicts snme
stego output and  sumnmrizes results. Finally,
secliom frve mtnoduces coaclusions,

De-corvelated Color Space

A Colo space s a threedimensional body
used L represent some color or a panicular ehaojce
of thige courdimires thal describe colar, Many
threz-dimezusionul eolar spaees have boen proguosed
and adapred in Jdifferent applications in tw Las Jew
accades, All of then ke dilferent approsches 1o
represeol e trichromatic naturc of ligld Lo sufisty
Locir ohjective {5].

Mot calor musdels i uss todzy ae ariented
aither tevward hasdwars sush ws (ROR mailly Tor
s with color CRT monioe, ¥K) for use in the
broadcast TV color sestem, YLV for wse U

h
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PAL and  NTSE syslems ol television
broadeastmy, CMY used B many eolor prinlery, or
toward applications where calor maniplatian is o
moal (suel: as in the creation of cuka graphics far
AL )

Tle BO13 systen (s a0 coample of a color
neslel (spaced, which i< a foomal systern lor
dediming and represculing colors. A soooewhi
oyt term s photemerric juterpretation.
The cemputer video displeys are based on an RGE
phetomelric inlerpretarion of colar. Tt is a simplc
and qobust coler definition wsed in cwnmnier
systenez and fle Lilernet 1o halp cosore thal a enlor
is carreetly mappe:! from one platfarm w annlker
without significant loss of eolor juformation. R
uses dhee umerical componeils worcpreseid a
color. This colar spase can be Dwaplt of ay o
threg-dimensional coordinate sv.lum whoss axes
correspund 1o rhe thiee eompanents, B or red, 0 or
oreen, and B wor blue. BGR corrsspomds mas
closaly te the bohaviar of the luman gye,

When o lypical fhree elunocls fmage s
rapreseaed in Red, Creen, and Blue (RGE) space,
there will Do eoorelalions hetween the differim
chanaels' valuas, For cxample, maost piacls will
have large walugs for the red and green chane! il
e e channel is Jarge. This implies that if ooe
WIS LU chanpe the apzeacance of g pixels colar in
g coherent way, ho st madily all color channsls
in - tandom,  This  complicales  amy  color
medifation roeess [6] Heace, it is desirable to
find an orthagonal calor space witlioul carrelurinns
betwoen the axes. As a result, KGHE eslor
intarmation shauld ke transformed  inte a
mathematical space thal decouples the brishiness
tnformadion froen e color infimuation. Afer this
i done, the image information consisls af a one-
dimensivna] brightmess or Innuinmse: space and o
teo-dflnwosanal calor space [7].

Y1) Coler Space

In the development of the United States
colar televisiim  swsten, the N.T.5.C (Natooal
Television  Systera(s} Committes) Fammudated 2
eolor coordinale syalem compased of three tri-
slunalus values Y-I-}, o honinanee campanent (Y
uud  twe chrominanse o color  componcrts:
inphase (1) and quadratore (03 components, The Y
i1 0 measie ol e luminance of 0 oealor, The
remaining Twa tri-stimulus vabues [ 00 juially
desanbe the hoe (har whar we rarmaliy thiok o
s endor”, for criwnple green, bBlee, or oraneel and
salurgtinn (the measure of how much wlile 1=
the caler) | 7] 3L

Thiz  made!
chrortinanee o

was  designed o
bomiminee,  this

sepdrals
Lk -
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recinirereeat L e early duvs of enlor felovisiv
when Blaex-and-white sels sill were expected 1o
pick up and display whal were originaily color
piclures.  The Y-channel contains  lominanes
intremation  (sofficient for  black-godewhile
tetevision sats) while e 1, and £ channels carried
the colar infremation, A colar 1z=levisian sel would
taxe theae three chamels, Y, L, and €3, wnd map the
infarmation back to B, G, and B levels [ur display
on a zersen [B] Transbomstions tom BGT 0 Y1)
und vics versy are expressed in equation (1) and
equaticn (2] [9]:

¥ {ored 0S8y 0114 T [A
Fl=103%5 —p278 0521 | 6] ... (i)
0} 0212 =N328 0311 | | &

| & [um 0956 062 | [y

Gi= 100 - 0272 —0647) | 7]
B[ 100 -L108 L70s | o

YUY Coler Space

The Y1V is & format thal wss  Lirs
dueveloped for eelor television: in ordar fo be
voinpatibie with the biack znd whiles and is widely
used throughewr Forape, W stands Sor lsminaey
(e Damal, TF {5 s the color ditference for blue
and % (2 s e coler difference Tor red. e Black
and white televistons only the Y comporent is
siaween | L0,

YUV uszs 3 matrives combination of Resf,
Gireen and Blue 1o amonunt  of
iclormation in the signal. The ¥ channe! describes
Tmmz {shuldly dillerend than Luminance), the
rige ol viaiues between light and davk. ama is
the sipmal scon by black and wlute wlevisions. The
LiChy and VO (Cry channels subdrzer  thy
Lumingiee value: from Red (173 and HBlue (V] to
rediuce e eclar information. Thoss values can
thin be rezssembled to determine the mix af Red,
Creen and Blue. Some decper research into YLV
revezls two reasons why Blue always looks so
cruney when ealriscted from video tmages, The U
chaneel sanses Iroce Bed (oY ellow, the ¥ channel
ranges Jrom Blue to Yellow. Becanse Yellow is
Red and Gireen, Kod s essenrially scnt thres times,
Lreen lwice and Blue only once. Reconstructing
the Luminance cormponent reveals another renson
Blue suflois, Les Blue chanoel is only 1% of
Lurnipange 121]. The ROD b YUY conversion and
Lsteslornaatling [rom YUY Rack 1 ROE madel are
d=tined in cquation (3] and equation (43

redoce  the
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liz[} Color Sprace

A: Kuderman el al. mentionsd, lafi crlor
space was developed o nlnimize Gorreladion
between the throw coordinale axes of the color
space. The color space provides three decarrelated,
principal chamiels correspod ing to an zchromatic
luminance channel T and two ehromatic chaanels o
ond B, wihich roughly correspond o yellow-blue
and green red opponent channels. Small changes in
one channel wnpose minimal eflect oo values of
ulher two |12

The RGEB color space is inicially canverted
ta LS space, which correspomds to the bands of
sensilivity of the iuman cones and was thus, Lsed
Runderman et 2. as rhe hasis to defing lul) space.
This dnitial  tragsformation
multiplication by a 3 x 3 matix as exprassed ia
aquation (£} [6]:

corrsspamds Lo

L [03811 05783 004027 R
M =[11967 0.7244 007821 G | (5
3‘ 0.0241 0.128% 0.8144 | #

The ecooversion Tram 3IMS 1o lep s
performed chrough the sequential application of the
Ipgarithmic transformation expreszed in equation
(G} and the Jincar transtonoation expressed in
cyuation (7).

{ZM, 8= |lop L logM Jop 8] ... (6
L o o
i S Ll v e
o 2 o1 1 -2||s| P
el ¥E B O |
i (LR '
I V2 |

Convert from lofi color space KGR color

spacy,  imst, convert lofd w LME uwsing  the
equation(d):
-";"‘ a0
R PR I /
| e
A -41 R 1} 0 “ﬁﬁ PP Rt
X -.‘:I ol |_]. 2 EI _E _\',"_?._ ﬁ
a a 5 |




Then, afier rmisioy the pixel veines 10 the
power ten oo @l hack @ lincar spees, we can
2ot tie dala lian TVE e ROR nsing, cquation

.

| R 4,467 3887 ﬂjlﬁw r
Gl="=1218 2380 01620 | .15y
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The Proposed Algorithm

o this scetion, we deseribe o simple
elgorithe for embedding gravscale image inio
wnther 1rue image, The previous published imoge
swegaiogrphic methads relay mainly on Liding
iformation ¢p the 1G5 companests of fhe cover,

Howaver,  the afgorithm relavs  on

concealing grayseale image inw the de-carrelated

calar spacs fe.en, YL YU, and Tefi) of the cover
image. The steps of the proposed stegamoprapkic
alporitlin cun stimply he stared as fellows:

SConvert the cover imaye o a decorrelaled calor
space (e YO, YUY, or [w[H.

2.Go threugh the embedded grayscale image in

scan Do crder Ge. fomm wip o becto and from

right to left) in stops of thiee bvtes wt a time.

L througle the cover image in sean line order

ind hide the entedded bytes s

il Hide sthe it byie into 2 LEDBs of cover
o e compoent: feg ¥ oor b 17 e
hirs {2 L50s of 1™ uminange btz 2% Lwo
bits ol 2 L8138 of 2™ byre, 3% twio Bilis Do 2
LEBs of 3 hye, and 4" two bits jnto 2 LSBs
of 4" lyte,

3.2 1lide the zecond cmbedded byte into the two
E5Us ol the tivst cheamatic componen o the
eover Dmage fep, 10U ar o) in the same
manner as in 3.1,

A% Hide the third wobedded byie inn the twe

ot

]

LEBz of the second chromatic coaipoment of

tie cover uwags (eg. O, V. ar 3 in rhe same
mannzeas g 31

4. The lasr eight! aies of Lhe caver image are
cilized 10 concedl the width and heipln of U
ermnbelded fmape,

3. Finally, cenverl the resulted imige (steno-image)
fram s cucnet de-correlaled eolor space ivto
eorrelated anfor spaoe

The errbedide: inge can be extrasted o
the receivir side, by ruversing the sieps abave.

Firsl,  the  received  swegpo-image  should  be

converled Lo de correlaled coloe space, To oxtract

tha first byte ol cintboedded imare, accumulare the 2

15Tz of the fus four Y or | coponsut amd e

cabracl 1w second byte [Fom the first Geur 0T ar

o) conperent, god extract the 1w byle from <he

e
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firsr fowr ) 0% or [0 compeoociat, By repealing,
liwese Luree estractinn stens Aeirhe + width thocs,
wio can btaLs e eibedded age.
Cxperimeninl Results

Thi:  seclivn of e
expuericneniyl results obtzined with the propascd

TUTI L+ =NE

algonithun as depicied in Ggore (1) In die
folowing  expoeriocoly,  woe dare anslering  the
[gaerileiEh aboerithm attvibutes inluding

imperueplibi livy, capaciy, and seaerity

Imperzeptibiline takes advantage: ol human
psrchovizngl  redendauey. 10 is diliizolr 1o
quaniily. For imane stesnnograplby, exiting meotiics
b measuce uperoeptibifity inchude Mean Square
Erroe (MEE) as copzation (100

1 L I .
S¥ - f e v {107

My T

Wlere M, ard ™ are the height and widtt ol
the caver image, 5 1s the pivel vnlae af the eover
image, gi 18 the pixel value of e sliege-imape, The
larger walue  of  MBE  represents the ow
impereepribilily and verse versa.

Cupacity  remrereni the ameonar aof
infarmation can Be embedded in the cover iz,
The praposod aleontun eensuioey [Dur byles itom
the cover imaze 1o hide one bvic of the cbedded
Image, S owe oo dquantize the capacite of the
propused wlgoerille as equation (11]:

AN A m
AN !

Where M, ond N are the heizhr and widd of
the caver imapge multiplicd by theee (singe truc
culor imape has cne byle lar cach R, G, and B,
aud My, Byowre Be heighi and width of the
embedded inzoe,

Seewmlly L basedl oo ol hiding gravscslc
images in de-comclated color space by converting
lhe color space of the cover lmape o a de-
corrzlated space and cxmacting the erabedded bates
[rom e de cormelaled componeni: oownsesuenlizl
arder.

ANE =

Cotelusions

In this paper, we have inteodhiced 1 new
methwod for hiding pavscale images in the do-
varrelaied wolor companenls ol rue color lnmges.
s an exteasion 1o the classical stepanoaraphic
algorithm that depends on RGHE color space, the
proposed algositlun based an decerrelated calar
space. Rased an the experinients, we can conclude
that the propesed  algorithm has  weceplable
impozoplibility visually and statically than the
classical method. Furhar, it has hipl secority levcl
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than the classical methods, wel e wipneite iz the
same a3 the chsical metncds. Fuire work 13
coneerned with {mpravine the secarity ol the
schume by nzing ervptograpiy 12zhimigues and slsa
wproszng the efficicoey by using data
cimnression lashndques.
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Cigured. Comparison resnlby hetween the proposed saml elessical stepanogryphic aelhods. 1" column & U eover
ol anagre with its size. 2 cplumo is the embedded praysecele imagy with its siue, 3 column ix cur cosulis with
d: - ik % ; et B 2 .
irs MST, 4" extruction embodded imagse Teem atcge imuyge., and = columin is elassical results wirh i3 MESL.
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